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Introduction

eeing is no longer believing!

Technology has advanced in ways

that blur the lines between what is

true and what is simulated. Deepfa-

kes, being part of that technology,
is a miracle for those of us who once marvelled at
face-swapping and photoshopping. Deepfakes use
artificial intelligence, which makes it possible to
create videos, photos, and audio that are difficult
for humans to recognise as phoney. This poses se-
rious risks, with potential consequences ranging
from unfair election practices to the use of falsified
evidence in court. Therefore, prompt legal action
is necessary as deepfake technology continues to
proliferate and evolve rapidly.

Addressing the risks around deepfakes is more im-
portant than ever. Because 2024 is set to be the big-

gest global election year in history. This technology

may easily influence public opinion and lead to
unfair election practices. On the other hand, even
a world star like Taylor Swift had to act against the
widespread dissemination of her deepfaked por-
nography all over the Internet.

Existing laws, primarily at the national level, such
as criminal statutes and data protection regulati-
ons, aim to mitigate the risks associated with de-
epfakes. However, these laws are inadequate in
addressing the multifaceted challenges posed by
deepfakes, highlighting the urgent need for stron-
ger legislation.

This discussion paper outlines the dangers posed
by deepfakes, examines the adequacy of current le-
gal frameworks in addressing these risks, and pro-
poses strategies for overcoming legal challenges
associated with deepfake technology.

fintaha Neslihan Eroglu - Anadolu Agency)
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Pros and Cons

Deepfakes can be fun and artistic. Some afficionados
created a deepfake mock-up of Jerry Seinfeld in the Pulp
Fiction movie (Nealy, 2023). Others let Salvador Dali greet
museum visitors (Aouf, 2019). Deepfakes have many
pros, such as saving time and labour in the film industry,
educating people in more interactive ways, and interacting
with deceased characters. For example, during the filming
of The Last Jedi, after Carrie Fisher passed away suddenly,
filmmakers staged extra conversations utilising clips from
actual recordings (Narcisse, 2017). Deepfake technology
can also allow, for instance, a person who has lost the
ability to speak because of illness, to retrieve his own voice
rather than use a computerised version (Shakeri, 2018).

Deepfakes also pose a significant threat with far-reaching
consequences. They can manipulate the truth so easily
that the quick dissemination of misinformation will
become inevitable. As David Doermann, the director of the
Artificial Intelligence Institute at the University of Buffalo,
states, “A lie can go halfway around the world before the
truth can get its shoes on” (Galston, 2020).

Deepfakes become especially problematic for content that
is subtle and not too obvious to detect for non-professional
crowds. For example, a significant portion of the audience
mistook the witty yet fabricated speech of the Belgian
prime minister as true. The speech, disseminated by a
political faction in Belgium, depicted the Belgian prime
minister delivering a speech associating the COVID-19
pandemic with environmental degradation and advocating
for urgent measures to address climate change (Galindo,
2020). While it may be considered beneficial to circulate
such subtle content to draw attention to climate change,
carefully crafted content can do greater harm, especially
when it deals with controversial issues.

At the individual and organisational levels, deepfakes
enable wicked activities such as financial exploitation
through the misuse of someone elses identity, the
production of non-consensual pornography leading to
severe reputational damage, fraudulent endorsements
of products or individuals, and smearing a competitor’s
business reputation. The proliferation of non-consensual
deepfake pornography is particularly a threat, as a study in
2019 found that revenge pornography videos account for
96% of all deepfake videos (Durbin & Graham, 2024). The
swift proliferation of Taylor Swift's deepfake pornography
to millions of views on X within a short period in January

2024, coupled with the accessibility of the shared post
for 17 hours, is evidence of the seriousness of the danger
(Weatherbad, 2024).

At the societal level, the proliferation of deepfake
technology exacerbates the spread of misinformation by
allowing for the fabrication of convincingly realistic videos
and audio clips, which can be disseminated widely across
various online platforms. With deepfakes, public figures
can be falsely depicted engaging in actions theyve never
committed, such as accepting bribes, expressing racist
sentiments, making diplomatically sensitive statements, or
perpetrating violence against civilians. The fabrication of
a video depicting Obama referring to Trump as a “dipshit”
serves as a notable example of this phenomenon, fuelling
confusion, undermining public trust, and exacerbating
polarisation (Vincent, 2018).

Deepfakes also pose a significant risk to the integrity of
democratic processes, as they enable the creation of
deceptive content designed to mislead voters, manipulate
publicperceptionsof candidates, and ultimatelyundermine
the fairness and legitimacy of elections. This situation
opens the floodgates for manipulation and propaganda,
often perpetrated by opponents and even foreign entities.
During the French elections in 2017 Macron's campaign
was the victim of cyberattacks attributed to a Russian-
backed hacker group (Geller & Vinocur, 2017). The UK
Home Secretary James Cleverly warned against Russia and
Iran-backed deepfakes that endeavour to manipulate the
democratic processes (Ambrose, 2024). The involvement
of foreign entities shows that such attacks not only
threaten the integrity of elections but also have profound
national security implications.

The emergence of deepfake technology also raises
concerns regarding the admissibility of evidence in
legal proceedings, as the ability to fabricate convincing
audio-visual material undermines the reliability of such
evidence, potentially leading to miscarriages of justice
and undermining the rule of law. Finally, the widespread
prevalence of deepfakes threatens to erode public trust in
the authenticity of information, as individuals may become
increasingly sceptical of visual and auditory evidence,
undermining the foundation of discourse and decision-
making in society.
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Legal Solutions

Considering the threat posed by deepfakes, issuing an
adequate legislation is becoming increasingly urgent. On
October 2023, President Joe Biden issued an executive
order aimed at managing the risks of Al calling for
protections against Al-enabled fraud and deception and
for protecting privacy (The White House, 2023).

Some laws are already in place, such as criminal laws,
whereas some laws are yet to be enacted, especially those
directly regulating the use of deepfakes. Overall, laws on
deepfakes focus on three main issues: protecting privacy,
protecting elections, and protecting creators. To that end,
a broad scope of laws, including privacy laws, criminal
laws, civil laws, cyber laws, and human rights laws, can
be referred to against misuse of deepfakes. Moreover,
governments are on track to enact Al or deepfake-specific
laws.

2.1. Privacy Laws

Deepfakes present a significant threat to privacy. Privacy
laws, while not directly purposed for deepfakes, provide
a certain degree of protection against their misuse. The
photos and videos used to create deepfakes often contain
individuals’ personal data. Processing such data requires
the individual's explicit consent unless the processing falls
within exceptions to consent outlined by law, such as the
existence of a legitimate interest. Therefore, producing a
politician’s deepfake without a legitimate interest or explicit
consent is a breach of privacy laws. Making someone’s fake
pornography does not fall under the exceptions, as there
is no legitimate interest, and it requires explicit consent.
Therefore, in cases of non-consensual pornographic
production, privacy laws are violated as well, and those
responsible for creating and distributing such deepfakes
may face fines. Erasing or rectifying inaccurate personal
data, including deepfakes, is also possible by law, as the
European General Data Protection Regulation (GDPR)
provides for it. The GDPR, as well as many other country’s
laws, also give the victims the right to exercise their
right to be forgotten (European Parliament & Council
of the European Union, 2016, Article 17) even if there is
no inaccuracy, enabling them to request the erasure of
personal data concerning them.

2.2. Criminal Laws

Criminal laws, especially those on privacy, pornography,
fraud, and harassment, play a crucial role too in addressing

the misuse of deepfakes. For instance, regarding personal
data protection, Turkish law sets forth imprisonment for
up to four years for individuals who unlawfully provide,
distribute, or obtain another persons personal data
(Turkish Criminal Code, 2004, Article 136). On the other
hand, for deepfake pornography, laws on pornography
may be utilised. For example, Section 163 of the Canadian
Criminal Code mandates imprisonment for anyone who
produces, distributes, or possesses child pornography,
including content generated using deepfake technology
(Canadian Criminal Code, 1985). The violation of privacy
may also be applicable. For instance, the Turkish Criminal
Code imposes imprisonment for individuals who disclose
images or recordings of people’s private lives (Turkish
Criminal Code, 2004, Article 134/2). However, it is uncertain
whether deepfake photos and videos fall under such laws
as they are not really someones images or recordings.
Finally, there are also special legal regulations for offences
committed on the Internet. For example, in Turkey, the
law on the Regulation of Publications on the Internet and
Combating Crimes Committed through Such Publications
sets out the responsibilities of content providers and
hosting providers and provides the possibility to block
access to content when necessary.

2.3. Civil Laws

Civil laws are another option to impair the suffering
resulting from deepfakes. As a result of the creation and
dissemination of deepfakes, parties who suffer material
or moral damage may have the right to compensation.
For instance, in Quebec, if someone’s privacy is violated
via the use of their names, images, or voices for purposes
other than legitimate public information, that person
may claim remedy. In some legal systems, individuals
affected by psychiatric illness or mental distress resulting
from deepfake creation and dissemination may also have
the right to seek legal remedies. However, proving that
deepfakes cause psychiatric illness or mental suffering can
be challenging.

2.4. Human Rights Laws

Human rights law provides a mechanism to address
deepfakes, especially within the context of violations of
an individual’s right to privacy. Article 8 of the European
Convention for Human Rights (ECHR) recognises
everyones right to have their private life respected.
Case law of the European Court of Human Rights shows
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that deepfakes as well may fall well under the rights
protected by the ECHR. The case of Volodina v. Russia
(no. 2) before the European Court of Human Rights is an
example which concerned authorities’ failure to protect
the applicant against her partner, who created fake profiles
and published intimate photos. Moreover, deepfake
technology has the potential to perpetuate or exacerbate
discriminatory practices by creating manipulated content
that targets specific individuals or groups based on
protected characteristics such as race, gender, or religion.
Therefore, laws against discrimination may as well be
referred to against deepfakes.

2.5. Copyright Laws

Existing copyright laws may prove effective against the
misuse of deepfakes. These regulations address the issue
of deepfakes to some extent, as deepfakes incorporating
copyrighted material may face allegations of copyright
infringement. Social media platforms may also be required
to remove deepfakes that violate copyrights (Bass &
Penning, 2023). International institutions also address the
issues around deepfakes, questioning whether deepfakes
should benefit from copyrights, to whom should own the
copyright in a deepfake, and whether there should be a
numeration for people whose likeness is used (Secretary of
the World Intellectual Property Organization, 2020).

At this point, there is a debate about whether the fair use
doctrine of the US laws or the fair dealing doctrine of
the UK laws could justify the use of copyrighted content
without permission. For example, in the US, depending on
factors such as the purpose and character of the use, the
nature of the original work, the amount and substantiality
of the content borrowed, and the effect of such use on
the potential market, the fair use doctrine may allow for
the limited use of copyrighted material. More than that,
deepfake itself can enjoy copyright protection, having
a different purpose and nature than the original work.
Existing copyright laws may lead to protecting misused
deepfakes instead of protection against them. For this
reason, existing copyright laws must be amended to
address deepfakes in a more sophisticated manner.

2.6. Cybersecurity Laws

Cybersecurity laws and regulations, on the other hand, aim
to protect digital systems and networks from unauthorised
access, data breaches, and other cyber threats, including
those involving deepfake technology. These laws may
provide recourse to victims and may impose obligations
on organisations to implement security measures to

safeguard against deepfake-related cyberattacks and
intrusions. The Anti-phishing Act of 2005 in the US, for
instance, criminalises internet scams, imposing fines or
imprisonment on individuals involved in fraudulently
obtaining personal data (phishing). In the UK, on the other
hand, the Computer Misuse Act of 1990 imposes fines or
imprisonment for intention to commit cybercrime, which
may involve the use of deepfakes for identity theft or fraud.

2.7. Consumer Protection Laws

Consumer protection laws aim to prevent deceptive
practices that could harm consumers, including those
involving deepfake technology. These laws may prohibit
false advertising, deceptive marketing tactics, or the sale
of fraudulent products or services created using deepfake
technologies. For instance, in the US, courts have construed
Section 43(a)(1)(A) of the Lanham Act to restrict the non-
consensual use of an individual's “voice” and “persona’ in a
way that misleads customers into believing that the person
endorses a certain commodity or service.

2.8. Defamation and False Light
Laws

Defamation laws that aim to protect a person’s reputation
could help against misuse of deepfakes. If a deepfake harms
someone’s reputation, they can sue the person creating
and sharing this material. For example, in Australia, altered
photos were already the subject of a lawsuit. Therefore,
deepfake photos or videos could also be sued over (Talas
& Kearney, 2019). False light laws can also be utilised to
address the misuse of deepfakes by targeting the emotional
distress caused by the dissemination of deceptive content
rather than solely focusing on the damage to reputation.
By invoking false light laws, individuals affected by
deepfake manipulation can seek legal remedies for the
emotional harm inflicted by false portrayals. This approach
complements defamation law and provides an additional
avenue for holding perpetrators accountable for spreading
malicious falsehoods through deepfake technology.

2.9. Al Specific Laws

Numerous Al-specific laws are either already in effect or in
the process of being enacted to tackle issues surrounding
deepfakes directly. Examples that deal with intimate
visuals include the Defiance Act of 2024, which was
introduced but has not yet been enacted in the US. The
Defiance Act aims to “hold accountable those responsible
for the proliferation of non-consensual, sexually explicit
“Deepfake” images and videos, creating a civil remedy for
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the victims (US Senate Committee on the Judiciary, 2024).

Similarly, the Assembly Bill 602 of California, already
enacted, gives individuals the right to claim remedy
against the creation and disclosure of sexually explicit
materials related to themselves (An act to add Section
1708.86 to the Civil Code relating to privacy, 2019).

Other examples are the Intimate Images Protection Act and
Images Protection Regulation of British Columbia, which
give individuals the right to request deletion or destruction
of all altered intimate images in a person’s possession or
control and to make such photos unavailable to others.
They also provide for requesting damages and allow
for applications on behalf of minors and the deceased
(Catenacci, 2024).

The UK Online Safety Act, on the other hand, prohibits the
sharing of manipulated explicit images or videos. However,
the law does not prohibit the creation of pornographic
deepfakes. The UK Online Harms Bill similarly prohibits
sharing deepfake pornography.

There are also Al-specific laws that protect elections. For
instance, deepfake videos that are produced with the
intention of harming a candidate or influencing election
results and are released within 30 days of an election are
prohibited by Texas Senate Bill 751, with a modification
to the state’s election code (Artz, 2019). Additionally,

Challenges Ahead

3.1. Punishing the Perpetrator

Punishing the perpetrators of deepfake misuse presents a
significant challenge, but this does not mean that such a
challenge cannot be overcome. One limitation of existing
laws is their strong relation with national jurisdictions,
which proves problematic given the borderless nature
of deepfake technology and difficulty in navigating
transnational laws. Enhancing international cooperation
and coordination to streamline the prosecution of cross-
border deepfake cases may help to overcome such a
limitation. Thus, the Bletchley Declaration, which was
adopted by the nations who participated in the Al Safety
Summit in November 2023, was a crucial international
move that reaffirmed the necessity of continuing to use Al
safely (Department for Science, Innovation & Technology,
Foreign, Commonwealth & Development Office et al.,
2023).

Democrats in Hawaii, South Dakota, Massachusetts,
Oklahoma, and Nebraska, as well as Republicans in Indiana
and Wyoming, proposed legislation that would forbid
media produced with Al support from being released
within specific timeframes prior to elections unless a
disclosure statement is included (Edelman, 2024).

Related to copyright laws, the No AI FRAUD Act, proposed
in January 2024, aims to establish “a federal framework
to protect Americans’ individual right to their likeness
and voice against Al-generated fakes and forgeries”
(Sarnoff, 2024). The basis of the proposal is the individual's
intellectual property rights in their likeness, ie. a person’s
image or distinguishing features and properties, to be
protected both during life and after death. If deepfake
content is created and distributed in violation of this, the
injured party will be compensated for the breach by paying
a certain amount or by compensating for the damages
suffered by the injured party. The No FAKES Act of 2023
similarly prohibits reproductions of human likeness (both
visual and sonic), their distribution and transmission, and
penalises platforms that publish such non-consensually
generated content (NO FAKES Act of 2023, 2023). Recently,
the Chinese government also passed stringent laws
known as the Deep Synthesis Provisions, which forbid
the production of deepfakes without user agreement and
demand verification that the content was produced using
artificial intelligence (Quirk, 2023).

The anonymity of many malicious actors makes them
difficult to trace, further complicating legal proceedings.
To overcome this difficulty, regulations that facilitate the
sharing of IP by social media companies, where deepfakes
are most prevalent, and finding an interlocutor for such
requests are useful. For example, Turkey's Social Media
Law requires foreign social network companies with more
than 1 million daily access to designate at least one person
as a representative in Turkey (Bozkurt, 2021). This way,
legal authorities can more easily direct IP-sharing requests.
Increasing the technical and institutional capacity of the
justice system to facilitate the tracking of individuals’
digital signatures will also help to overcome this challenge.
This is because many legal systems, including judges,
prosecutors, and lawyers, find it difficult to understand
technological crimes.
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Malicious actors become especially difficult to track
and punish if they are part of state-sponsored actors.
The latter use more technically advanced technology
and, therefore, are more difficult to track. However, once
detected and attributed to a state, international law can
be used to punish the perpetrator. At this point, states can
also resort to international rules on state responsibility and
request cessation of acts and reparation. Nonetheless, the
threshold for attributing such wrongful acts to a state is
particularly high.

As for copyright protections, especially related to
celebrities, there is also a challenge arising from the fact
that celebrities are often not the copyright owners of
the images or videos used in deepfakes. This means the
copyright owner, ie. the person who “authored” a work
other than the celebrity, such as a paparazzi, has the legal
standing to pursue a copyright infringement claim. To
address this issue, social media companies should take
more responsibility for the self-removal of copyright-
infringing content.

3.2. Platform Responsibility

Social media platforms greatly contribute to the spread of
deepfakes. However, the rules about their responsibility
for what's posted on their sites vary, and often, these
platforms are not held responsible for the content shared
on them. For instance, Section 230 of the Communications
Decency Act in the United States absolves social media
platforms of liability for content posted by users. This legal
provision promotes freedom of expression on the one
hand and paves the way for disinformation and the spread
of deepfakes on the other.

Chief Executive Officer (CEO) of Meta, Mark Zuckerberg testify
before a Senate Judiciary Committee hearing on online child sexual

exploitation in the Dirksen Senate Office Building on January 31,
2024, in Washington DC, United States.
(Celal Glines - Anadolu Agency)

Recently, to address the downsides of social media
companies’ nonliability, lawmakers have been more
inclined towards imposing more responsibility on social
media companies. For instance, the Digital Services Act
2023 in the European Union requires big businesses to
carry out risk analyses on the services they offer that make
it possible for unlawful content to be distributed, as well as
to put in place and execute effective mitigation strategies.
Similarly, the Online Safety Act of the UK, to that end,
imposes a duty to identify, manage, and mitigate the risk of
harm to providers, including social media platforms. The
act also provides for imposing fines of up to £18m or 10% of
global turnover (Online Safety Act, 2023).

Corporate social responsibility may be another option to
ensure that platforms bear responsibility. The corporate
social responsibility framework of human rights law sets
forth voluntary obligations for companies, requiring
companies to act with due diligence to avoid infringing
others’ rights as well as to take measures adequate for
preventing, mitigating, and remedying human rights
violations. The problem with this framework, however, is
that these obligations are non-binding and do not provide
enough incentives for companies to take measures that
would reduce their profitability.

3.3. Freedom of Expression

The biggest concern raised by the regulations on
deepfakes is the risk of disproportionate interference with
fundamental rights and freedoms, especially freedom
of expression. Thus, regulations must strike a delicate
balance between combatting the harms associated with
deepfakes and respecting human rights. Accordingly,
banning all deepfakes would violate human rights
and be against the constitutions of most countries.
On the other hand, banning those that involve libel,
defamation, and obscenity may be justified and legitimate.
Alternatively, incorporating markers on deepfake content
to indicate manipulation and requiring a text statement
acknowledging the modification, as proposed in the
yet-to-be-enacted DEEPFAKES Accountability Act of
the US, offers a more nuanced approach. This approach
not only aims to deter malicious manipulation but also
empowers victims to seek legal recourse for damage to
their reputation, thereby promoting accountability and
responsible use of deepfake technology.

Additionally, when social media companies rely on their
contractual powers in terms and conditions for content
moderation, it should be proportionate in terms of human
rights intervention against the misuse of deepfakes.

10
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In social media companies’ content moderation, there
are generally lower free speech standards, a lack of
transparency and accountability, and insufficient
procedural safeguards and remedies regarding human
rights (Article 19, 2023). To protect human rights in this
regard, both social media companies should establish
better standards, and governments should set standards
for social media companies’ content moderation.

3.4. Keeping Up with the Pace of
Deepfake Technology

Deepfake technology is progressing rapidly, becoming
more advanced with each development. This makes it
increasingly difficult to address the problem of malicious
deepfakes. For instance, in 2018, University of Albany
researchers identified irregularities in blinking as a key
indicator of fake videos, which would help to detect
malicious deepfake content with the eye (Galston, 2020).
However, this breakthrough soon lost its effectiveness as
new deepfake videos quickly addressed this flaw.

One solution to address the rapid evolution of deepfake
technology is to establish ongoing research and
development initiatives focused on detecting and
mitigating deepfake manipulation. By investing in cutting-
edge technologies and interdisciplinary collaborations,
researchers can stay ahead of emerging threats and
continuously improve detection methods. Additionally,
fostering partnerships between academia, industry, and
government agencies can facilitate the sharing of expertise
and resources to develop more robust countermeasures
against deepfake misuse.

Conclusion

As deepfake technology continues to evolve and prolifer-
ate, urgent action is needed to address the risks it poses
to individuals, societies, and democratic processes. The
widespread dissemination of deepfakes threatens privacy:,
undermines trust in information, and enables malicious
activities with far-reaching consequences.

Therefore, a multifaceted approach is necessary, involving
the enhancement of legal frameworks, the promotion of
international cooperation, and the advancement of tech-
nological solutions. Governments must enact comprehen-
sive legislation targeting deepfake misuse, while social

Education and awareness campaigns are also crucial
in addressing the challenges posed by deepfakes. By
educating the public about the risks associated with
deepfake technology and providing guidance on how
to identify and report suspected deepfakes, individuals
can become more knowledgeable consumers of digital
content. Empowering users with the knowledge and tools
to evaluate media sources critically can help mitigate
the spread of misinformation and reduce the impact of
deepfake manipulation on society.

3.5. Innovation v. Regulation:
Struggle of Low- and Middle-In-
come Countries

Regulating deepfakes requires thoughtful planning
to avoid stifling innovation, particularly in low and
middle-income countries where the Al industry is still
emerging. Solutions to this challenge are like those
applied in other sectors, including implementing a risk-
based approach to technology policy, collaborating with
industry stakeholders, and enhancing institutional and
legal capacity for Al especially in less advanced nations
in the AI industry. Additionally, fostering international
cooperation and knowledge-sharing initiatives can help
these countries navigate regulatory challenges and
accelerate their progress in adopting effective deepfake
regulation.

media platforms must assume greater responsibility for
content moderation. Moreover, efforts to keep pace with
evolving deepfake technology through ongoing research
and development initiatives are crucial.

Finally, it is imperative to strike a balance between inno-
vation and regulation, ensuring that regulatory measures
do not stifle technological advancements, particularly in
low and middle-income countries. By taking concerted
action, we can mitigate the risks posed by deepfakes and
safeguard the integrity of our digital landscape for future
generations.

11
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