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Data has evolved beyond a matter of privacy to become a core economic asset and a source of 
geopolitical power, elevating data localisation to a central policy tool in the global economy. As 

governments deploy localisation to strengthen control and strategic autonomy over data, companies 
face rising compliance costs and market entry barriers, while individuals experience shifting 

trade-offs between data protection and access to digital services. Against this backdrop, this policy 
outlook analyses the economic and geopolitical drivers of data localisation and offers targeted 

recommendations for both states and companies, with a particular focus on its growing impact on 
strategically sensitive sectors such as automotive and healthcare.
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Data is a crucial asset for all: not only from a privacy per-
spective, but also as a source of revenue and strategic 
geopolitical power. Consequently, controlling data has 
become increasingly important in today’s global economy, 
with data localisation serving as a significant tool towards 
that end. Countries are increasingly legislating data local-
isation rules with several outcomes: states acquire great-
er control over data for economic purposes while also 
strengthening their geopolitical positioning; companies 
face rising compliance costs and therefore higher barriers 
to market entry; and individuals enjoy greater privacy on 
the one hand but face limited access to certain services on 
the other.

This policy outlook first explains the nature of data locali-
sation, uncovering the underlying primary economic and 
geopolitical drivers, and clarifies why these motivations, 
beyond the stated privacy concerns, must be taken seri-
ously rather than treated merely as a compliance checklist. 
It then explains that, given their strategic, economic, and 
security relevance, two industries are likely to increasingly 
be subject to data localisation measures: automotive and 
healthcare. The policy outlook concludes with recom-
mendations for states and companies, highlighting the 
often-overlooked risks behind the inclination towards data 
localisation.

1. Defining Data 
Localisation
There is no universally agreed definition of data localisa-
tion. However, most definitions concur that data localisa-
tion encompasses measures mandating the storage and/
or processing of data within national territory. Divergences 
arise regarding the nature of the mandate and the scope 
of the practices covered. According to Cory and Dascoli 
(2021) and Svantesson (2020), data localisation includes 
implicit mandates such as restrictions on cross-border 
data flows, since these may result in more data being stored 
and/or processed locally. Conversely, López González, 
Casalini and Porras (2022) define data localisation as cov-
ering only explicit mandates on processing and/or storing 
data domestically.

Regarding the practice of data localisation, while some 
definitions focus strictly on restrictions against not storing 
data locally, others include any conditions such as require-
ments for prior consent or standard contractual clauses for 
transferring data abroad. Chander and Lê (2015), for exam-
ple, include taxes on the export of data within their defi-
nition of data localisation. Greenleaf, defining data local-
isation as measures that restrict other nations’ control or 
sovereignty over data, identifies seven groups of measures: 
local copy requirements, local processing requirements, 
allowing data transfer subject to conditions, prohibition 
of data transfer, extra-territorial assertion or application of 

local privacy laws, and local representation requirements. 
This policy paper will consider the measures grouped by 
Greenleaf, as they better reflect the full range of motiva-
tions behind data localisation and are pertinent to the two 
industries analysed herein.

2. Data Localisation 
Drivers: A Focus 
on Economic 
and Geopolitical 
Motivations
As the definition of data localisation varies across the liter-
ature, the motivations for adopting data localisation mea-
sures also differ. The motivations include the legitimising 
motivation around data privacy and data protection con-
cerns, as well as the underlying primary drivers of protect-
ing national security, establishing data security, and devel-
oping domestic capacity through digital protectionism. 
The difficulty is in determining the real motivation behind 
data protection, since, usually, stated objectives – data 
protection and privacy concerns - do not match with the 
multiple and different ultimate geopolitical and economic 
objectives. For example, states may ultimately aim at fur-
thering their protectionist digital industrial policies while 
asserting cybersecurity reasons for introducing data local-
isation measures. This is evident in France's efforts to pro-
mote a local data centre infrastructure by investing in local 
cloud companies and introducing a data tax. Between the 
lines, in fact, industrial policy and geopolitical ambitions, 
such as “building a France of digital sovereignty” and sup-
porting domestic employment, are articulated at the state 
level.

In light of the French example, uncovering motivations be-
hind data localisation measures is more important than it 
seems. Because first, data localisation is rarely a neutral pri-
vacy instrument. Rather, privacy frequently functions as a 
legitimising frame for measures primarily driven by indus-
trial policy, economic protectionism, and strategic auton-
omy, which privacy-focused analyses fail to capture. For 
example, Eger (1978) suggested that data flow limitations 
within the EU, while primarily designed to protect privacy 
on paper, could serve as covert trade barriers intended to 
shield local economic interests from international compe-
tition. This aligns with President Charles Michel’s speech, 
which highlights the centrality of digital sovereignty to 
strategic autonomy. By uncovering these hidden motiva-
tions, businesses can better navigate their commercial 
future.

Second, misreading the underlying motivations leads to 
flawed regulatory and corporate responses: when data 
localisation is treated merely as a compliance obligation, 

https://www2.itif.org/2021-data-localization.pdf
https://www2.itif.org/2021-data-localization.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2020/12/data-localisation-trends-and-challenges_d775fe8a/7fbaed62-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2022/06/a-preliminary-mapping-of-data-localisation-measures_6ac088e7/c5ca3fed-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2022/06/a-preliminary-mapping-of-data-localisation-measures_6ac088e7/c5ca3fed-en.pdf
https://scholarlycommons.law.emory.edu/cgi/viewcontent.cgi?article=1154&context=elj
https://academic.oup.com/book/55328
https://www.oecd.org/content/dam/oecd/en/publications/reports/2019/01/trade-and-cross-border-data-flows_1afd9c9b/b2023a47-en.pdf
https://www.oecd.org/en/publications/the-nature-evolution-and-potential-implications-of-data-localisation-measures_179f718a-en.html
https://scholarlycommons.law.emory.edu/elj/vol64/iss3/2/
https://scholarlycommons.law.emory.edu/elj/vol64/iss3/2/
https://academic.oup.com/book/55328
https://www.consilium.europa.eu/en/press/press-releases/2021/02/03/speech-by-president-charles-michel-at-the-digitaleurope-masters-of-digital-online-event/


3

POLICY OUTLOOK

states risk regulatory overreach while firms underestimate 
long-term operational, investment, and supply-chain risks 
embedded in data governance choices. For instance, in re-
sponse to Russia’s 2015 data localisation law (Federal Law 
No. 242-FZ), LinkedIn primarily saw the issue as a matter 
of regulatory compliance, maintained a wait-and-see ap-
proach, and communicated poorly with Roskomnadzor, 
Russia’s data protection authority. This framing under-
estimated the broader political economy of the measure, 
which was entrenched in the state’s desire to assert strate-
gic control over data and digital platforms. Consequently, 
LinkedIn failed to anticipate that non-compliance would 
be met with severe enforcement rather than negotiated 
accommodation, ultimately leading to the complete loss of 
market access in Russia in 2016.

Third, data localisation increasingly operates as a geopolit-
ical lever, intersecting with national security, digital sover-
eignty, and technological power, thereby extending its im-
pacts well beyond domestic regulation into trade relations, 
cross-border data flows, and global digital fragmentation. 
Here, security rationales often function as an intermediate 
layer, translating geopolitical competition into regulatory 
action, while privacy remains the outward-facing justifica-
tion. One of the most significant examples of this dynamic 
is the way the U.S. government has framed TikTok’s data 
practices and ownership as a national security threat, cul-
minating in legislation that requires ByteDance to divest 
TikTok’s U.S. operations or face a nationwide ban. This il-
lustrates how data governance and platform control are 
being used as geopolitical tools to limit a country’s tech-
nological influence and protect another country’s digital 
sovereignty beyond routine regulatory compliance. That’s 
why businesses should also design their data frameworks 
with the day's geopolitics in mind.

The above examples show that data localisation oper-
ates within a hierarchy of intent: geopolitical control and 
industrial policy act as the primary drivers, while privacy 
is largely employed as a legitimising frame for underlying 
geopolitical and industrial targets. It reshapes competitive 
dynamics and dictates the terms of market access, favour-
ing domestic industries. Ghana’s effort to enact licensing 
requirements for the payment industry, requiring 30% lo-
cal ownership and a Ghanaian CEO, is an example of how 
far such efforts can go. These and similar efforts may pro-
vide some advantages from an industrial policy perspec-
tive, including infrastructure stimulus, nurturing domestic 
champions, keeping high-quality data within borders, and 
facilitating easier auditing of digital transactions. Further-
more, data localisation can offer significant taxation ben-
efits by resolving the jurisdictional complexities of taxing 
remote servers, a practice that often conflicts with estab-
lished international taxation principles. By mandating local 
storage and processing, states can more effectively apply 
domestic tax laws to digital transactions and data-driven 
revenues, thereby eliminating the 'fiscal invisibility' of for-
eign-hosted services.

However, it is also likely to increase costs for SMEs, sub-
jecting them to disproportionate entry barriers that stifle 
their ability to scale. Moreover, data localisation rules may 
act as a deterrent to foreign direct investment, resulting in 
an innovation gap and reducing domestic firms’ access to 
advanced technology. Additionally, these rules may make 
a country’s digital economy more vulnerable to physical 
disasters that could paralyse the digital economy and re-
sult in compounding financial losses. Nevertheless, the 
rationale behind these measures often extends beyond 
economic concerns, as states increasingly prioritise geo-
political competition and strategic control, with privacy 
considerations becoming secondary.

https://iapp.org/news/a/why-linkedin-was-banned-in-russia
https://www.theguardian.com/world/2016/nov/17/russia-blocks-access-to-linkedin-over-foreign-held-data
https://www.whitehouse.gov/fact-sheets/2025/09/fact-sheet-president-donald-j-trump-saves-tiktok-while-protecting-national-security/?utm_source=chatgpt.com
https://www.whitehouse.gov/fact-sheets/2025/09/fact-sheet-president-donald-j-trump-saves-tiktok-while-protecting-national-security/?utm_source=chatgpt.com
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Rising strategic competition, concerns over technologi-
cal dependence, and the securitisation of data led to the 
adoption of data localisation as a precautionary measure 
to address geopolitical concerns, maintain regulatory con-
trol, and signal sovereignty. As a natural outcome of this, 
the economic efficiency costs traditionally associated with 
localisation are increasingly treated as secondary consid-
erations, surpassing privacy concerns but remaining sub-
ordinate to strategic autonomy, as states prioritise strategic 
autonomy over short-term market integration, reinforcing 
the persistence and expansion of data localisation mea-
sures. For instance, the EU’s backing of the Gaia-X initiative 
reflects the collective effort to reduce technological depen-
dence on U.S. and Chinese cloud providers, with the aim 
of signalling its 'digital sovereignty'. This and similar initia-
tives may, on the one hand, provide strategic autonomy, 
protection against foreign surveillance, and help countries 
assert digital sovereignty; while on the other hand, they 
may result in domestic surveillance, fragmentation of the 
internet, diplomatic tensions and retaliation, and a higher 
risk for cyberattacks due to geographic concentration of 
data. For example, China’s National Intelligence Law grants 
authorities broad access to data without judicial oversight. 
Consequently, data localisation requirements make it sig-
nificantly easier for the government to retrieve and moni-
tor information. Ultimately, as data becomes synonymous 
with strategic and economic power, these geopolitical and 
economic motivations are converging upon high-stakes 
sectors such as healthcare and automotives, where the 
sensitivity of information signals even more stringent lo-
calisation measures that are likely to be enacted.

3. Two Industries and 
Divergent Logics of 
Sovereignty: Data 
Localisation as Real-
Time Tactical Security 
vs. Long-Term Structural 
Autonomy
Given their political and economic value and the signifi-
cance of the data they generate, the automotive, especial-
ly autonomous car, and healthcare industries, including 
pharmaceuticals and medical devices, are likely to be in-
creasingly targeted by data localisation measures. How-
ever, these sectors reflect distinct logics of sovereignty, 
which in turn shape the data localisation policies targeting 
each industry and necessitate a nuanced policy response 
that accounts for these differences. The automotive indus-
try is driven by a forward-looking focus on real-time data, 
providing a significant technological edge through AI 
model training, mapping, and system optimisation. Simul-

taneously, this data creates a tactical security edge, as the 
high-resolution mapping information involved grants im-
mense surveillance capabilities to any state or entity that 
can access it. By contrast, healthcare data localisation is 
rooted in a custodial and biopolitical logic concerned with 
long-term structural sovereignty. Rather than securing 
real-time movement, it focuses on the governance of pop-
ulation-level data to enable predictive health policies and 
safeguard biological security, thereby preventing strategic 
dependencies by ensuring domestic control over R&D, 
patent development, and biotechnological supply chains.

These divergent logics of sovereignty result in contrasting 
regulatory frameworks for data localisation. In the automo-
tive sector, this manifests as edge-focused, hardware-cen-
tric mandates that prioritise the localisation of on-board 
processing and sensor data to mitigate immediate tactical 
risks. In the healthcare industry, however, the focus shifts 
to cloud-based and jurisdictional frameworks that man-
date the use of sovereign cloud infrastructure to ensure the 
long-term security of the data repository and its immunity 
from foreign legal reach.

3.1 Automotives Industry
Automotives already collect vast amounts of data, but with 
advancements in technology, increased connectivity, and 
the rise in popularity of electric, autonomous, and semi-au-
tonomous vehicles, the volume of data is growing rapidly. 
As automotives become more technologically advanced 
with integrated services and sensors, the scope of data col-
lected expands beyond gestures, call logs, location data, 
driving behaviour data, driver identity data  and  includes 
super intimate, to include extremely sensitive information 
such as medical and genetic data. Furthermore, autono-
mous and semi-autonomous vehicles not only collect data 
on drivers but also gather geographic information about 
roads, which often raises security concerns for states. It is 
important to note that data collected by automotives in-
cludes not only raw data but also information inferred from 
it and used by car companies. According to research by the 
Mozilla Foundation, 23 of the 25 car companies surveyed 
draw inferences from the data they collect, and 9 of them 
openly state that they might sell this data to third parties.

This illustrates how data is used not only to operate ser-
vices and generate direct revenue for business owners, but 
also to create indirect revenue streams through its moneti-
sation and sale, reflecting the economic value of the data in 
the automotive sector. Indeed, it is estimated that by 2030, 
the monetisation of data collected from vehicles could 
constitute an industry worth up to USD 750 billion, reflect-
ing the rapid expansion of secondary markets built around 
automotive data that extend well beyond core vehicle ser-
vices. A growing ecosystem of automotive data brokers il-
lustrates this trend. For example, “vehicle data hubs” such 
as High Mobility publicly advertise extensive portfolios of 
data products collected through commercial partnerships 

https://www.leidenlawblog.nl/articles/gaia-x-europes-values-based-counter-to-u-s-cloud-dominance
https://itif.org/publications/2021/07/19/how-barriers-cross-border-data-flows-are-spreading-globally-what-they-cost/
https://www.mozillafoundation.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does-it-go/
https://www.mozillafoundation.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does-it-go/
https://www.high-mobility.com/car-data
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with car brands, including precise geolocation data, bio-
metric indicators such as heart rate, driver fatigue metrics, 
and dozens of additional data categories.

However, the value of the data collected goes beyond its 
commercial potential; the depth and granularity of auto-
motive data also transform it into an important strategic 
asset with significant geopolitical implications. From a 
geopolitical perspective, the ability to track movement 
and monitor citizen health through automotives provides 
countries with unprecedented capabilities for domestic 
surveillance and strategic intelligence gathering. For ex-
ample, high-resolution geolocation data allows foreign 
entities to map sensitive military locations, government 
facilities, and the movement of strategic personnel, while 
the ability to monitor driver behaviour and biometric 
health indicators provides a detailed level of insight into a 
population’s daily life, which can be weaponised for social 
engineering or mass surveillance by state actors. The U.S. 
BIS Connected Vehicles Rule, prohibiting VCS Hardware 
Importers’ and Connected Vehicle Manufacturers’ engage-
ment in certain transactions involving VCS hardware and 
software, and ADS software connected to Chinese or Rus-
sian-affiliated companies, underscores the importance of 
the data collected in the industry from a national security 
perspective.

Given the economic value and strategic importance of 
data in the automotive industry, it is reasonable to expect 
data localisation measures to increasingly target the sec-
tor. China has already enacted enforceable regulations, the 
Provisions on the Administration of Automobile Data Secu-
rity (for Trial Implementation), limiting the transfer of Auto 
Data, requiring local data storage in China unless export of 
important data is necessary and a security assessment is 

conducted. In line with this, China, targeting the industry, 
banned Tesla cars from entering military complexes and 
housing areas for personnel employed in sensitive indus-
tries and state agencies.

Given the data's sensitivity and significance, the automo-
tive data ecosystem is likely to face increasing localisation 
requirements, both on security grounds and as part of 
broader efforts to shape market outcomes and retain da-
ta-driven value within national economies. This trend will 
not be limited to China; similar regulations are increasingly 
expected to restrict data flows involving critical infrastruc-
ture, national security, and grid stability, as well as sensitive 
personal data, making on-board processing a mandatory 
requirement rather than relying on global cloud servers. 
Such measures are likely to manifest as sophisticated tech-
nical mandates, including the prohibition on exporting 
raw sensor data, whereby high-resolution LiDAR and cam-
era feeds must be processed at the 'edge' within the vehi-
cle, and the establishment of sovereign mapping gateways 
that ensure HD map data remains under domestic control. 
Furthermore, states may introduce mandatory local AI 
training requirements, forcing foreign manufacturers to 
decouple their global learning models and anchor their 
R&D infrastructures within the host country to access do-
mestic driving data. This transition from simple residency 
to hardware-centric and algorithmic localisation reflects a 
dual-purpose strategy: neutralising immediate kinetic se-
curity threats while simultaneously forcing the relocation 
of the high-value digital supply chain to domestic borders. 
This, in turn, necessitates a more proactive and coordinat-
ed approach by both states and private actors in managing 
data localisation.

Source

https://www.gibsondunn.com/bis-connected-vehicles-rule-effective-as-of-march-17-2025/
https://www.twobirds.com/en/insights/2021/china/china-tightens-data-protection-in-automotive-industry
https://www.wsj.com/world/china/china-to-restrict-tesla-usage-by-military-and-state-personnel-11616155643
https://www.mozillafoundation.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does-it-go/
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3.2 Healthcare Industry
The healthcare industry, especially pharmaceuticals, Med-
Tech, and HealthTech, is another sector that collects vast 
amounts of personal data, much of which is highly sensi-
tive. With the proliferation of IoT products, telehealth sys-
tems, and increased use of AI, the significance and volume 
of data collected has grown substantially. Connected de-
vices, wearable health monitors, telehealth platforms, elec-
tronic health records, and AI diagnostic tools continuously 
generate detailed personal data, including temperature, 
blood volume changes, and electrical activity of the brain. 
These technologies, while improving access and care 
quality through, for example, anomaly detection, also ex-
ponentially expand the scale of health information collect-
ed across networks of providers and third-party services.

The nature and the amount of data collected naturally raise 
privacy concerns. Healthcare data inherently contains the 
most sensitive categories of personal data, such as med-
ical diagnoses, treatment plans, genetic information, and 
even behavioural health indicators. The integration of 
IoT devices and AI systems that continuously collect and 
transmit data, often across multiple platforms and stake-
holders, heightens data sensitivity, intensifying privacy 
concerns. Countries with privacy concerns at stake, attach 
greater importance to regulating healthcare data, through 
introducing stricter requirements for transferring the data 
abroad, as a form of data localisation. 

But beyond that, the collected data offers a significant rev-
enue opportunity for companies, especially through ana-
lytics services, AI-driven predictive modelling, or partner-
ships with pharmaceutical, research, and insurance firms 
seeking patient stratification and real-world evidence. A 
report by EY (2019) found that the NHS data has a valuation 
of several billion pounds and a realisation of £9.6bn per 
annum in benefit (NHS benefit and patient benefit com-
bined). The scale of the opportunity provided by health 
data is further evidenced by the rapid growth of the global 
digital health market, which is expected to reach a reve-
nue of approximately USD 177.7 billion in 2026, with a sig-
nificant portion of this value derived from data-intensive 
segments like Digital Treatment and Care. This expansion 
highlights how health-related information is no longer just 
a clinical record, but a cornerstone of a massive, data-driv-
en economic ecosystem.

Moreover, while privacy remains the primary legitimis-
ing frame for regulation, the significance of health data 
extends far beyond individual protection; it has funda-
mentally evolved into a strategic lever for geopolitical 
control and a cornerstone of industrial policy. The con-
cerns around national security and geopolitical strategy 
of the healthcare data include the use of large healthcare 
datasets for genetic surveillance and societal control, ex-
erting leverage, developing bioweapons, dominating the 
industry, and creating drug and treatment dependencies 
on other states. That’s why the U.S. National Counterintel-
ligence and Security Center classified Chinese worldwide 
collection of healthcare data as a threat to national secu-
rity. According to the NCSC, the purpose of low-cost DNA 
tests and COVID-19 kits marketed by the companies such 
as BGI Group is creating a global genomic database. 

These concerns inevitably drive a growing inclination to-
ward data localisation across the healthcare sector. For 
instance, several jurisdictions such as GDPR of the EU 
classify healthcare data as sensitive data, which is subject 
to stricter regulations for processing, including transfer 
abroad. As a result, even though there are no official EU 
requirements to store healthcare data locally, since data 
transfers are subject to several conditions, most compa-
nies prefer to keep the data within national borders, as a 
form of de facto data localisation. Similarly, Australia re-
quires information relating to health records to be stored 
and processed within its borders unless the records do not 
include "personal information in relation to a healthcare 
recipient or a participant in the My Health Record System" 
or "identifying information of an individual or entity". In 
Japan, the Guidelines on Security Management of Infor-
mation System and Services Handling Medical Informa-
tion requires that information systems for the handling of 
medical data must be located in the territory of Japan. On 
the other hand, South Korea obliges cloud servers storing 
patient electronic medical records created by hospitals to 
be situated within its borders.

Source

https://www.mdpi.com/2079-9292/14/17/3443?utm_source=chatgpt.com
https://www.ey.com/content/dam/ey-unified-site/ey-com/en-gl/insights/life-sciences/documents/ey-value-of-health-care-data-v20-final.pdf
https://www.statista.com/outlook/hmo/digital-health/worldwide?srsltid=AfmBOorShxFm6aloaoI995DOkaNK-C-9uzFezgMrfbM4d69XX015OFiv
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/NCSC_China_Genomics_Fact_Sheet_2021revision20210203.pdf
https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/NCSC_China_Genomics_Fact_Sheet_2021revision20210203.pdf
https://dti.eui.eu/database/?country=AU&country2=&chapter=11&subchapter=&enablingOrRestrictions=R&v=2
https://dti.eui.eu/database/?country=AU&country2=&chapter=11&subchapter=&enablingOrRestrictions=R&v=2
https://dti.eui.eu/database/?country=JP&enablingOrRestrictions=R&v=2&chapter=11
https://dti.eui.eu/database/?country=KR&enablingOrRestrictions=R&v=2&chapter=11
https://www.mdpi.com/2079-9292/14/17/3443?utm_source=chatgpt.com
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It is reasonable to expect this trend to persist and fur-
ther intensify over time. In this context, it would not be 
unreasonable to say that the requirements governing 
cross-border transfers of sensitive personal data, particu-
larly healthcare data, will become more stringent, shifting 
from simple residency rules to comprehensive jurisdic-
tional mandates. Likewise, it is also possible to expect an 
increase in regulations concerning the use of sovereign 
cloud infrastructures. Already, France showcased one of 
the most proactive examples of digital sovereignty in the 
healthcare sector through its cloud certification regime 
(SecNumCloud certification regime), administered by the 
French National Cybersecurity Agency. While SecNumC-
loud itself is a cloud security framework, its latest iteration 
includes stringent requirements, for example data resi-
dency and legal immunities from extraterritorial laws like 
the U.S. CLOUD Act, that effectively shape how sensitive 
health data can be hosted and processed. By mandating 
that data be stored within infrastructures immune to for-
eign subpoenas, France is not merely protecting privacy; 
it is asserting a biopolitical sovereignty that ensures the 
state remains the sole custodian of its citizens' biological 
information.

This regulatory pressure has led global technology provid-
ers to establish strategic partnerships with French compa-
nies, such as Microsoft’s Bleu sovereign cloud initiative with 
Orange and Capgemini, and Google Cloud’s collaboration 
with Thales under S3NS, to create cloud environments ca-
pable of securing healthcare data under exclusive French 
and European jurisdictional control. Moreover, as AI gets 
to the centre of diagnostics, governments started to real-
ise the competitive advantage provided by the healthcare 
data in training AI models. Consequently, new regulations 
may start to specifically target the secondary use of data to 
prevent 'data harvesting' by foreign entities and to secure 
domestic control over the future of biotechnological inno-
vation. Considering these, the trend toward formal and in-
formal data localisation, driven by the need for long-term 
structural autonomy, is likely to accelerate; and therefore, 
countries and enterprises must enhance their readiness to 
navigate these evolving regulatory requirements.

4. Recommendations 
for States
While data localisation has legitimate economic and secu-
rity concerns behind it, blunt data localisation often trans-
lates into unintended negative outcomes. Such restrictions 
carry the risk of resulting in weaker security measures 
because local providers face less competitive pressure to 
invest in advancing their services, making such systems 
easier targets for foreign surveillance.  Similarly, restric-
tions on transfer of potential cybersecurity threats (‘threat 
data’) may lead to increased vulnerabilities and lowered 
resilience. Moreover, centralising data makes that infra-
structure more attractive target for both criminal hackers 

and foreign intelligence agencies. From a privacy stand-
point, the effectiveness of these measures against foreign 
access is questionable; however, they significantly simplify 
domestic surveillance by placing personal data under the 
immediate jurisdiction and control of the government.

From an economic perspective, data localisation harms 
development by increasing costs for businesses denied 
access to global services, reducing consumer choice, 
hampering start-ups dependent on foreign platforms, pre-
venting access to cloud computing innovations, impeding 
Internet of Things development, and restricting big data 
analytics, while providing minimal employment benefits 
as data centres are capital-intensive, with few workers and 
mostly imported equipment. Cory and Dascoli’s economic 
model shows that a one-unit increase in the data restrictive-
ness index reduces gross output traded by 7%, decreases 
productivity by 2.9%, and increases prices by 1.5% cumu-
latively over five years. Notably, China, Indonesia, Russia, 
and South Africa experienced measurable economic costs 
from increasing data restrictions between 2013–2018, with 
South Africa suffering the largest marginal losses (a 9.1% 
reduction in gross output). Another model suggests sig-
nificant GDP impacts, such as a 1.7% decrease for Vietnam 
and 1.1% for the EU under certain scenarios based on pro-
posed regulations. Moreover, data localisation significantly 
hinders medical research and technological innovation by 
fragmenting the global datasets necessary for large-scale 
AI training and clinical trials. Finally, research indicates 
that preventing a slide into 'data nationalism' is six times 
more valuable than merely liberalising existing restric-
tions, representing a potential impact equivalent to 0.37% 
of the EU’s GDP. This underscores that data localisation 
measures act as significant deterrents to economic output, 
with the costs of new restrictions far outweighing the ben-
efits of current trade agreements.

Despite its inherent challenges, data localisation provides 
strategic benefits that policymakers must negotiate within 
an increasingly fragmented global order. One of the most 
important practical advantages is the simplification of reg-
ulatory and law enforcement access to evidence, since 
existing international mechanisms such as Mutual Legal 
Assistance Treaties (MLATs) are documented as outdat-
ed, complex, and slow, with some requests taking 10 to 18 
months to fulfil. By mandating local storage, governments 
bypass these international backlogs, ensuring that infor-
mation relevant to criminal investigations is immediately 
subject to domestic warrants and available for inspection 
by local authorities. Furthermore, exclusive data storage 
with local companies that have no legal presence abroad 
or “nexus” in foreign jurisdictions can effectively shield 
information from lawful access requests and intelligence 
surveillance in those jurisdictions. Recognising that states 
may prioritise these strategic imperatives and address-
ing their geopolitical concerns over global economic effi-
ciency, the following recommendations do not represent 
a theoretical 'best practice' for a borderless internet. In-
stead, they offer 'second-best' strategies aimed at manag-

https://s3.eu-west-par.io.cloud.ovh.net/sf-cyber/sf-cyber/documents/secnumcloud-referentiel-exigences-v3.2.pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=f56b12dc7d9741d6bb98766a26a6adca%2F20260116%2Feu-west-par%2Fs3%2Faws4_request&X-Amz-Date=20260116T094910Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=56c453694c8d608be67f331b59062797d0e769fed5d487be4557e065eef62429
https://www.orange-business.com/en/press/orange-business-announces-migration-its-it-infrastructure-bleu
https://scholarlycommons.law.emory.edu/elj/vol64/iss3/2/
https://www.oecd.org/en/publications/the-nature-evolution-and-potential-implications-of-data-localisation-measures_179f718a-en.html
https://scholarlycommons.law.emory.edu/elj/vol64/iss3/2/
https://www.oecd.org/content/dam/oecd/en/publications/reports/2020/12/data-localisation-trends-and-challenges_d775fe8a/7fbaed62-en.pdf
https://scholarlycommons.law.emory.edu/elj/vol64/iss3/2/
https://itif.org/publications/2021/07/19/how-barriers-cross-border-data-flows-are-spreading-globally-what-they-cost/
https://itif.org/publications/2021/07/19/how-barriers-cross-border-data-flows-are-spreading-globally-what-they-cost/
https://www.ecipe.org/wp-content/uploads/2014/12/OCC32014__1.pdf
https://ecipe.org/publications/unleashing-internal-data-flows-in-the-eu/
https://d1bcsfjk95uj19.cloudfront.net/sites/default/files/2021-data-localization.pdf
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ing structural constraints, designed to help states achieve 
their geopolitical objectives while minimising the inevita-
ble economic and technological friction.

To mitigate risks associated with data localisation while 
addressing legitimate concerns, states should adopt a 
more nuanced, "carrot-based" approach focused on value 
creation rather than mere restriction. For those purposes, 
states should:

•	 Prioritise Interoperability

Since universal liberalisation is often politically unfeasi-
ble in the current geopolitical climate, instead of pursuing 
universal harmonisation, which often clashes with differ-
ing state value systems, or accepting a fragmented and 
expensive digital landscape, the focus should shift toward 
creating interoperable data localisation standards. Policies 
towards interoperability may include:

o	 Supporting early research and discussions about 
potential best practices

o	 Conducting joint pilot projects and regulatory 
sandboxes to test potential regulation

o	 Cooperating in cybersecurity protections

o	 Adopting international protocols (such as ISO/IEC) 
and APIs to enable data to move across applica-
tions and jurisdictions without manual interven-
tion, and modernising principles like MLATs

o	 Developing financial oversight frameworks that 

focus on regulatory reach rather than where data 
is stored

o	 Signing Digital Economy Agreements to establish 
binding rules on cross-border data flows, digital 
trade, and emerging technologies, or being part of 
the APEC Cross-Border Privacy Rules (CBPR) Sys-
tem, which facilitates legally and practically easier 
personal data transfers

o	 Harmonising government access principles

•	 Implement a Tiered Functional 
Separation

Acknowledging the inevitability of state intervention, 
states should avoid "absolute" localisation, which risks iso-
lating the domestic tech ecosystem. Instead, a tiered regu-
latory regime is a must:

o	 Tier 1 (National Security & Critical Infrastruc-
ture): High-sensitivity data (biometrics, precise 
geolocation, vehicle-to-infrastructure logs) may 
remain under strict local jurisdiction to avoid the 
reach of other states. This way, countries may pro-
tect these data from the laws in other countries, 
such as the U.S. PATRIOT Act, which grants U.S. law 
enforcement agencies broad authority to access 
data stored by U.S.-based companies, regardless of 
where the servers are physically located.

o	 Tier 2 (Commercial & Behavioural Data): This 
tier should allow cross-border transfer provided an 
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adequate level of protection in another jurisdiction 
and a local copy (mirroring) is maintained, or laws 
requiring data to be made available to authorities 
without delay, regardless of where it is physically 
held, to ensure regulatory oversight and domestic 
availability.

o	 Tier 3 (Anonymised & Derived Models): To foster 
innovation, processed models and anonymised 
sets should flow freely, ensuring domestic firms 
remain integrated into the global AI R&D pipeline.

•	 Turn "Data Storage" to "Value 
Extraction"

A "passive storage" model turns a country into a mere dig-
ital warehouse. To acquire the economic benefits behind 
data localisation purposes, states should transform local-
isation into a proactive competition tool by conditioning 
data access on value-added obligations:

o	 Voluntary Local R&D: Incentivise global firms 
with tax reliefs and R&D subsidies to perform mod-
el training and software development within local 
data centres. 

o	 Technology Transfer: Encourage partnerships 
between global giants and the domestic ecosys-
tem in high-tech fields like battery optimisation, 
autonomous sensors, and telehealth AI. 

o	 National Data Pools: Establish state-governed, 
standardised data pools. By granting local startups 
and SMEs preferential access to these pools, states 
can lower innovation costs and create economies 
of scale in sectors such as urban planning and pre-
ventive medicine.

5. Recommendations 
for Companies
In an era where data is increasingly viewed as a sovereign 
asset, companies must move beyond viewing localisation 
as a mere compliance burden. Rather than resisting an ir-
reversible geopolitical trend, firms should treat localisation 
as a structural constraint that requires a strategic pivot. In-
stead, it should be integrated into the core business strate-
gy as a marketing asset that signals domestic security and 
trust. Organisations should assess localisation risks during 
the initial market entry and investment planning phases, 
ensuring operational adaptation, technical resilience, and 
proactive legal compliance rather than attempting to ret-
rofit systems after deployment. Accordingly, companies 
should:

•	 Architect for "Localisation-by-Design"

To operate effectively within a fragmented digital econo-
my, companies should adopt modular data architectures 
from the outset.

o	 Modular Infrastructure: Instead of a monolith-
ic global cloud, firms should implement regional 
data lakes and modular storage. This ensures that 
demands for local "mirror servers" can be met with 
minimal operational disruption.

o	 The Tesla Model: A prime example of this "early 
adaptation" is Tesla’s Shanghai Data Centre. To 
comply with regulatory requirements, Tesla estab-
lished a local facility in 2021 to store all operational 
data generated in China. By proactively commit-
ting to local storage, Tesla transitioned from a scru-
tinised foreign actor to a compliant market leader.

•	 Ensure Technical Resilience and Data Security

Empirical data underscores the strategic value of data pro-
tection, as approximately 55% of businesses anticipate a 
surge in sales driven by the increased consumer trust that 
robust safeguards provide. While the benefits vary by reg-
ulatory approach, open safeguards are perceived to offer 
the highest marginal gains, potentially increasing sales by 
13.5%, compared with 12.5% for pre-approved safeguards. 
These findings suggest that when companies move be-
yond viewing localisation as a mere compliance burden 
and integrate it as a trust-building marketing asset, they 
can effectively offset operational costs through enhanced 
market reputation and customer loyalty. Accordingly, to 
avoid data localisation costs and enjoy the benefits akin to 
higher trust, companies should:

o	 Employ end-to-end encryption and anonymisation 
technologies to prevent unauthorised access.

o	 Focus on logical access controls and robust cyber-
security maintenance, which are more effective at 
preventing breaches.

o	 (if possible) Use sharding, i.e., storing different 
pieces of a database across multiple global servers, 
to ensure no single location holds enough data to 
re-identify individuals, thereby enhancing privacy

•	 Leverage "Data Trusteeship" and Local Alliances

As a pragmatic response to restrictive regimes, companies 
must establish trust, effectively shifting the narrative from 
'data extraction' to 'ecosystem participation.

o	 Data Trusteeships: Companies should develop 
trusteeship arrangements with local technology 
partners. This ensures that data is governed under 
local jurisdictional control, mitigating geopolitical 
friction.

o	 Controlled Data Sharing: By engaging in pub-
lic-private partnerships to share anonymised data 
for smart city planning, traffic safety, or insurance, 
companies position themselves as "infrastructure 
providers" rather than "data miners." TikTok’s part-
nerships with local entities to manage regional data 
flows serve as a contemporary model for building 
political legitimacy through shared control.

https://www.teslaacessories.com/blogs/news/tesla-faces-new-data-challenges-as-china-releases-ev-data-export-guidelines
https://www.teslaacessories.com/blogs/news/tesla-faces-new-data-challenges-as-china-releases-ev-data-export-guidelines
https://www.oecd.org/en/publications/economic-implications-of-data-regulation_aa285504-en.html
https://www.oecd.org/en/publications/economic-implications-of-data-regulation_aa285504-en.html
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•	 Use Local Data Processing as a Bargaining Chip

Companies can use local AI model training as a powerful 
tool in industrial diplomacy, keeping in mind that true val-
ue lies in processing, not just storing, data. Offering to per-
form high-value AI model training and complex analytics 
within national borders allows companies to trade 'compu-
tational sovereignty' for market access.

o	 Knowledge Transfer: Committing to train 
high-value analytical models within the host coun-
try generates local intellectual capital, know-how, 
and employment. This transforms a data centre in-
vestment into a strategic contribution to industrial 
policy, making market access a mutually beneficial 
"trade" rather than a concession.

o	 Federated Learning: To maintain global model in-
tegrity without breaching sensitive borders, firms 
should deploy federated learning, a decentralised 
machine learning technique where the algorithm 
is trained across multiple local servers holding lo-
cal data samples, without ever exchanging them. 
This ensures high-precision results and continu-
ous innovation while strictly adhering to localisa-
tion mandates, effectively decoupling the utility of 
data from its movement.

•	 Transition to Data-Based Service Models

As cross-border flows of raw data become restricted, the 
revenue model must shift from "selling data" to "delivering 
data-driven services."

o	 Service-Centricity: Companies should focus on 
selling outcomes, such as predictive maintenance, 
dynamic insurance, or fleet optimisation, via con-
trolled API access. When a service is sold, the phys-
ical location of the raw data becomes secondary to 
the value it produces.

o	 Pricing Data Portfolios: Firms should conduct 
"regulatory stress tests" on their data inventory. By 
categorising data into tiers (e.g., high-risk biomet-
rics vs. low-risk behavioural patterns), companies 
can identify which assets are bargaining chips and 
which require immediate regional server infra-
structure to ensure continuity.

6. Sector Specific 
Recommendations
These sector-specific guidelines reflect a realist adapta-
tion to the distinct logics of sovereignty identified earlier, 
seeking to balance sector-specific risks with the realities of 
market access.

6.1. Automotive Industry
When regulating the automotive industry, states should 
prioritise protecting national and economic interests 
without stifling industry development. In this high-stakes 
environment, localisation is often a non-negotiable price 
of market entry; therefore, the goal is to refine its design 
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to prevent total isolation. Accordingly, states may require 
processing of sensitive personal data on the vehicle’s edge 
computer rather than the cloud. This requirement reflects 
not only data protection concerns but also a counter-sur-
veillance logic, as raw sensor and location data can reveal 
critical information about infrastructure usage, mobility 
patterns, and potential security vulnerabilities in real time.

Moreover, states can introduce tiered data classification 
for mapping, consisting of strategic infrastructure (such 
as HD maps) with strict locality requirements, operation-
al data (such as battery health and tyre pressure) with 
allowed free flow, and, finally, safety-critical data with in-
teroperability across brands locally. In this framework, HD 
maps are treated as dual-use assets: while they enhance 
driving accuracy and AI performance, they simultaneous-
ly provide high-resolution spatial intelligence that could 
be leveraged for military, intelligence, or large-scale sur-
veillance purposes.

Ultimately, if a foreign manufacturer wants to use local 
driving data to train its global AI, states may allow it, pro-
vided that the shared information is anonymised and that 
"Anonymised Safety Insights" derived from it are trans-
ferred to local regulators to improve national road safety 
standards. This approach reframes data localisation not 
as pure restriction, but as a mechanism for transforming 
private data access into a public good, where knowledge 
extracted from data strengthens national safety infrastruc-
tures without exporting raw data.

On the other hand, companies should consider the unique 
characteristics of key markets and their specific data ac-
cess frameworks. For instance, companies seeking entry 
into the Chinese market must be prepared to establish 
localised data infrastructure to comply with stringent na-
tional security and data sovereignty mandates. Moreover, 
during the localisation process, firms should proactively 
establish local data centres in key jurisdictions, utilise fed-
erated learning, and form partnerships for local mapping 
and sensor technology, as well as integrations with local 
insurance providers and municipal systems. Furthermore, 
a robust legal architecture must be established from the 
outset to determine data ownership, specifically whether 
the data belongs to the driver, the manufacturer, or the 
platform. Companies may also, from the outset, implement 
“geofenced” connectivity protocols, allowing a vehicle that 
crosses a border to switch its data-routing protocols to en-
sure all uploads stay within that specific jurisdiction's ap-
proved servers.

6.2. The Healthcare Industry
When regulating the healthcare industry, states should 
prioritise bio-sovereignty with research agility. Given the 
biopolitical sensitivity of health data, absolute data flow 
is often politically impossible; thus, policymakers should 
seek a 'second-best' equilibrium. Accordingly, states 
should implement tiered health data classification con-
sisting of administrative health data with free flow, clinical 
data (patient history) with sovereign cloud and adequate 
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protection requirements, and genomic data with strict lo-
calisation requirements. Genomic data, in particular, im-
plicates long-term structural sovereignty, as it determines 
future research capacity, pharmaceutical innovation, and 
a state’s bargaining power in global biotechnological mar-
kets.

Moreover, to avoid localisation costs, states should also 
create bilateral or multilateral "Research Corridors" with 
like-minded nations, enabling cross-border collaboration 
on rare diseases without compromising overall security. 
Such corridors are not designed to enable unrestricted 
data flows, but rather to allow limited, purpose-bound sov-
ereignty concessions in pre-defined research contexts. 
This is important because, for example, multiple joint EU-
U.S. health research initiatives have ended or been severely 
restricted due to the EU’s GDPR.

Finally, to turn the local data pool into an investment in fu-
ture national healthcare infrastructure, if a foreign AI firm 
trains a diagnostic model on a nation's public health data, 
the state should mandate that the resulting AI algorithm 
be provided to the national health service at a discounted 
price or as a “public good.” In effect, this treats access to 
public health data as an implicit R&D subsidy, ensuring 
that the downstream value of data-driven innovation is 
partially re-internalised into the public healthcare system.

On the other hand, for companies, it is essential to focus on 
the unique characteristics of key markets and the increas-
ingly stringent data sovereignty regimes in those markets. 
Accordingly, for example, companies entering the EU 
should adopt a 'sovereign cloud' approach to navigate the 
de facto localisation pressures of GDPR without halting 
cross-border research. In the Chinese healthcare market, 
firms must prioritise local data trusteeships to ensure that 
sensitive genomic and clinical data remain under domes-
tic jurisdictional control. Moreover, instead of moving raw 
patient data to central headquarters, companies may es-
tablish federated learning or secure multi-party computa-
tion frameworks for AI training. In the healthcare context, 
these approaches increasingly represent not a second-best 
workaround, but an optimal governance-aligned solution 
that preserves both state control and corporate innovation 
incentives.

Partnering with local, state-backed entities to host health 
data, so that companies can satisfy regulators that the data 
is under local jurisdictional control, even if the underlying 
software belongs to the companies, could be another step 
for companies. Finally, companies may advocate for “pa-
tient-centric portability”, which grants patients the power 
to consent out of localisation.

7. Conclusion
While data localisation is often framed as a privacy con-
cern, it has evolved into a strategic geopolitical and eco-
nomic tool used by states to assert digital sovereignty and 
foster domestic industrial growth. This shift is particular-
ly evident in the high-stakes automotive and healthcare 
sectors, where the sensitivity of genomic, biometric, and 
geolocation data necessitates a transition from centralised 
global models to decentralised, interoperable frameworks. 
To navigate this fragmented landscape, states must bal-
ance national and economic security with innovation by 
adopting tiered regulatory regimes and prioritising techni-
cal interoperability. Concurrently, companies should move 
beyond mere compliance to embrace "localisation-by-de-
sign," utilising advanced technologies like federated learn-
ing and data trusteeships to transform data processing 
into a collaborative "bargaining chip" for market access. 
Ultimately, the future of global data governance depends 
on the ability of both private and public actors to align 
their interests, ensuring that data remains a shared driver 
of technological progress rather than a catalyst for perma-
nent digital isolation.

https://itif.org/publications/2021/03/25/how-build-back-better-transatlantic-data-relationship/

